VIEN HAN LAM CONG HOA XA HQI CHU NGHIA VIET NAM
KHOA HQC VA CONG NGHE VN Déc 1ap - Tw do - Hanh phuc
TRUNG TAM TIN HQC VA TiNH TOAN

Sé: 327 /THTT Ha Noi, ngay?7 thang 7 nam 2022

V/v 15 hong bao mat anh huong Cao
trongcac san pham Microsoft
cong bo thang 07/2022

Kinh gui: Cac don vi truc thudc
Vién Han 1am Khoa hoc va Cong ngh¢ Vi¢t Nam

Trung tdm Tin hoc va Tinh toan da nhan dugc cong van s6 1071/CATTT-
NCSC ngay 15 thang 7 nam 2022 vé viéc 16 hong bao mat Cao trong cic san pham
Microsoft cong b thang 7/2022;

Theo vin ban trén, ngay 12/07/2022, Microsoft da phat hanh danh sach ban
vé thang 07 v6i 84 16 hong bao mat trong cac san pham ctia minh. Ban phat hanh
thang nay dic biét dang cha y cac 16 héng bao mat c6 mirc anh hudng Cao nhu
Sau.

- L3 hong bao mat CVE-2022-22047 trong Windows Client Server Run-
Time Subsystem cho phép d6i tuong tan cOng thuc hién leo thang dic quyén.

- L3 hong bao mat CVE-2022-30216 trong Windows Server Service cho
phép dbi tuong tan cbng cai ching chi gia mao doc hai 1én may chu muc tiéu tir
d6 c6 thé thuc hién cac dang tin cong khac bao gom tan cOng chiém quyén diéu
khién.

- L3 hong bao mat CVE-2022-22038 trong Remote Procedure Call Runtime
cho phép dbi tuong tin cong khdng can xéc thuc c6 thé thuc thi ma tir xa.

- 02 L3 héng bao mat CVE-2022-22029, CVE-2022-22039 trong Windows
Network File System cho phép di twong tan cong khdng can xéc thuc c6 thé thuc
thi ma tr xa.

- 04 16 héng bao mat CVE-2022-22022, CVE-2022-22041, CVE-2022-
30206, CVE-2022-30226 trong Windows Print Spooler cho phép ddi twong tin
cong thuce hién tin cong leo thang dic quyén. Khai thac thanh cong, CVE-2022-
22041 va CVE-2022-3026 cho phép ddi tugng tin cdng chiém quyén diéu khién
hé thdng; CVE-2022-22022 va CVE-2022-30226 chi cho phép ddi tuong tan cong
X0a tép tly Y trén hé thong muc tiéu.

Thong tin chi tiét cac 16 héng bao mat co tai Phu luc kem theo.
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Nham dam bao an toan thong tin cho hé thong thong tin ctia cac don vi, gop
phan bao dam an toan cho hé théng thong tin ciia Vién Han 1am Khoa hoc va
Cong nghé Viét Nam, Trung tdm Tin hoc va Tinh toan khuyén nghi cac don vi
thuc hién:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c6 kha
nang bi anh hudng. Thuc hi€n cdp nhat ban va kip thoi dé tranh nguy co bi tAn
cong.

2. Tang cudng giam sat va san sang phuong an xir 1y khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo doi kénh canh bao
clia cac co quan chiic nang va cac to chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

3. Trong trudng hop can thiét c6 thé 1ién hé dau mbi hd trg ciia Cuc An toan
thong tin: Trung tm Giam séat an toan khong gian mang qubc gia, dién thoai
02432091616, thu dién tir: ais@mic.gov.vn hodac Trung tdm Tin hoc va Tinh toén:
Phong Bam bao Cong nghé thong tin, dién thoai 024.3791.4773, thu dién ti:
sinhtv@cic.vast.vn.
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Phu luc

THONG TIN VE CAC LO HONG BAO MAT
TRONG SAN PHAM MICROSOFT

(Kém theo Cong van sé

ITHTT ngay

1712022

cua Trung tam Tin hoc va Tinh toan)

1. Thong tin vé 16 hong biao mat

STT

CVE

Mo ta

Link tham Kkhao

CVE-2022-22047

- L6 hong trong Windows Client
Server Run-Time Subsystem
cho phép dbi tuong tin cdng
thuc hién leo thang dic quyén.

- Anh huéng: Windows
7/8.1/10/11. Windows Server
2008/2012.

- Piém CVSS: 7.8 (Cao)

https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2022-
22047

CVE-2022-30216

- L6 hong trong Windows
Server Service cho phép doi
tuong tin cdng cai chtng chi gia
mao doc hai I1én may chu muc
tiéu tir d6 6 thé thuc hién cac
dang tan cong khac bao gém tan
cong chiém quyén diéu khién.

- Anh hudng: Windows 10/11,
Windows Server.

- Piém CVSS: 8.8 (Cao)

https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2022-
30216

CVE-2022-22029

- L6 hong trong trong Windows
Network File System cho phép
d6i tuong tan cOng khong cén
xac thuc c6 thé thuc thi ma tur
Xa.

- Anh huong: Windows Server
2008/2012/2016/2019/2022.

- Piém CVSS: 8.1 (Cao)

https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2022-
22029

CVE-2022-22039

- L6 hong trong trong Windows
Network File System cho phép
d6i tuong tan cong khong cén
xac thuc c6 thé thuc thi ma tir
xa.

- Anh huong: Windows Server
2008/2012/2016/2019/2022.

- Piém CVSS: 7.5 (Cao)

https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2022-
22039

CVE-2022-22038

- L§ hong trong trong Remote
Procedure Call Runtime cho
phep d6i tugng tan cdng khong
can xac thuc cO thé thuc thi ma
tir xa.

- Anh huong: Windows
8.1/10/11, Windows Server

https://msrc.microsoft.com/update-
guide/vulnerability/ CVE-2022-
22038
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012/?016/2019.
- biém CVSS: 8.1 (Cao)

6 | CVE-2022-30206

- L5 hong trong Windows Print

Spooler cho phép dbi tuong tin

cong thuc hién tdn cong leo

thang dic quyén.

- Anh  hudng:
7/8.1/10, Windows
2008/2012/2019/2022

Diém CVSS: 7.8 (Cao)

Windows
Server

https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2022-
30206

7 | CVE-2022-22022

- L5 hong trong Windows Print
Spooler cho phép d6i tuong tin
cong thuc hién tdn cong leo
thang dic quyén.

- Anh huéng: Windows
7/8.1/10/11, Windows Server
2008/2016/2019/2022

Diém CVSS: 7.1 (Cao)

https://msrc.microsoft.com/update-
guide/en-US/vulnerability/ CVE-
2022-22022

8 | CVE-2022-30226

- L5 hong trong Windows Print
Spooler cho phép d6i tuong tin
cong thyc hién tdn cong leo
thang dic quyén.

- Anh huéng: Windows
7/8.1/10/11, Windows Server
2008/2012/2019/2022

- Piém: CVSS: 7.1 (Cao)

https://msrc.microsoft.com/update-
guide/en-US/vulnerability/ CVE-
2022-30226

9 | CVE-2022-22041

- L hong trong Windows Print
Spooler cho phép ddi tugng tan

cong thyc hién tan cong leo

thang ddc quyeén.

- Anh hudng: Windows 8.1/10,
Windows Server
2012/2016/2019/2022.

- Piém CVSS: 6.8 (Cao)

https://msrc.microsoft.com/update-
guide/en-US/vulnerability/ CVE-
2022-22041

2. Hwéng din khic phuc

Bién phap tdt nhét dé khic phuc la cap nhat ban va cho céc 16 héng bao mat
noi trén theo hudng dan cia hang. Cac don vi tham khdo cic ban cdp nhét phu
hop cho cac san pham dang st dung tai link nguon tham khao tai muc 1 cta phu

luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/releaseNote/2022-Jul
https://www.zerodayinitiative.com/blog/2022/7/12/the-july-2022-security-

update-review
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